ABSTRACT The online telemedicine systems are helpful since they provide timely and effective healthcare services. Such online healthcare systems are usually based on sophisticated and advanced wearable and wireless sensor technologies. A rapid technological growth has improved the scope of many remote health monitoring systems. Here, the researchers employed a cloud-based remote monitoring system for observing the health status of the patients after monitoring their heart rate variability. This system was developed after considering many factors like the ease of application, costs, accuracy, and the data security. Furthermore, this system was also conceptualized to act as an interface between the patients and the healthcare providers, thus ensuring a two-way communication between them. The major aim of this paper was to provide the best healthcare monitoring services to the people living in the remote areas, which was otherwise very difficult owing to the small doctor-to-patient ratio. The researchers also analyzed their monitoring system using two different databases. First comes from MIT Physionet database i.e., the MIT-BIH sinus rhythm and the MIT-St. Petersburg. While the second database was collected after monitoring 30 people who were asked to use these wearable sensors. After analyzing the performance of the proposed scheme, the obtained results for accuracy, sensitivity, and specificity were 99.02%, 98.78%, and 99.17%, respectively. The achieved results concluded that the proposed system was quite reliable, robust, and valuable. Also, the data analysis revealed that this system was very convenient and ensured data security. In addition, this developed monitoring system generated warning messages, directed towards the patients and the doctors, during some critical situation.
I. INTRODUCTION
In the past few decades, researchers and scientists have made massive developments in the field of medical and healthcare services. Also, decrease in the costs of wireless communication and integration of several health monitoring systems into the common devices such as smartphones, have also helped in tackling problems like scarce medical facilities and resources [1] , [2] .
The integration of the wearable sensors with the mobile communication systems has helped in shifting the provision of the healthcare services from a clinic-centric level to a patient-centric level. This process is called as telemedicine [3] , [4] . Based on the perspective, telemedicine is described using 2 different concepts: the first, live communication concept requires the presence of the patient and the doctor, along with a high data quality. The second concept is the data storage and transfer concept, wherein the doctors can access and share the patient's medical data like the acquired vital sign data, biomedical videos or images with the specialists in other hospitals [5] . However, an increased sharing of the vital patient data can lead to many security concerns associated with the patient's privacy. Many factors were listed by the Health Insurance Portability and Accountability Act (HIPAA) for defining the measures that could be employed while protecting the health information of the patients. But, this list is still incomplete and inadequate against the various health information databases, which breach the patient's privacy [6] .
Studies have shown that the telemedicine services are able to provide a high-quality medical solution to the patients in the areas where access to global networks and internet is easily provided. Around 94% of the total global population owns a cell phone and ≈ 2.7 billion subscribers use the internet services [7] . Many researchers have investigated the application of the mobile phones in the healthcare and the clinical sector, and have observed that the use of inbuilt smartphone applications has enabled the independent functioning of many old patients having frailties [8] , [9] .
According to the recently published medical reports, many telemedicine systems were developed for taking care of patients suffering from chronic illnesses like cardiovascular diseases, cardiopulmonary diseases, and cardiomyopathy, which could lead to the heart failure in the patients living in remote and urban areas and who cannot seek timely medical services [10] - [12] . As per the reports published by the World Health Organisation (WHO), a majority of the medical-related deaths (≈17.7 million) in the world are due to heart diseases, and it has been estimated that this rate would increase to >31% till 2030 [13] , [14] . Furthermore, the treatment of these chronic diseases requires a constant and long-term monitoring of the patients [15] .
Heart rate variability (HRV) discusses the variation (over time) in the period concerning the consecutive heartbeats in a person, which reflects his physiological signs that modulate his heart rhythm. HRV is an indication of the current heart-related abnormalities and can warn about the imminent cardiac diseases. These indications are constantly present or occur randomly during the day [16] . Many complicated heart diseases such as arrhythmia, myocardial ischemia, and Long QT Syndrome are diagnosed using the HRV signals [17] - [19] .
Body Sensor Network (BSN) is a specific form of Wireless Sensor Network (WSN) which is used for monitoring the human body. The wearable BSN consists of wireless wearable physiological sensors that are attached to the body (using elastic straps, skin electrodes or smart fabrics) for a cost-effective, constant and real-time monitoring [20] . Many BSN applications are proposed such as the early detection, prevention, and monitoring of the serious neurodegenerative, cardiovascular and other similar diseases. This technology helps in continuously monitoring the important and physiological signs in the patients without obstructing their daily activities. The combination of BSNs with the cloud-based services leads to reliable, speedy and high-quality medical services, which are constantly available and cover a wide area. These are especially beneficial to the people living in remote regions who require these services urgently [21] , [22] .
Here, the researchers have proposed an automated and cloud-based heart monitoring system after HRV evaluation. In this study, the researchers would collect the data from the patients with the help of the Electrocardiogram (ECG) wearable devices that measure the HRV rates which determine the heart rate and this data would be used for determining the preliminary heart condition. This HRV data contains important cardiac and cardiovascular-related data, which can be used for localising the abnormalities and determining the warning signals. The researchers have presented a proof-ofconcept system, which consists of many ECG cases that were compared to the MIT-BIH Physionet database along with the readings from the healthy people. The using of cloud-based and fast analysis of heart condition can provide an urgent aid to those who live in remote or urban places and cannot get a sufficient medical care. Moreover, the automation of the system contributes to reduce the expense that should be paid by the user. On the other hand, the proposed system can be used to collect a numerous datasets from various places around the world that can be used in cardiovascular related researches.
This paper is prepared in following way. Section 2 provides a literature review for related work, methods and techniques that used to implement the system. Section 3 describes in detail various methods and materials for this work. The obtained results are presented and discussed in section 4. While, the paper conclusion is presented in Section 5.
II. LITERATURE REVIEW
Many studies were carried out for improving the heart monitoring technologies, which have been outlined and described below.
In one study, Miao et al. [23] designed a power-saving, wearable, context-aware ECG nursing scheme. This device integrated the kinetic and built-in sensors of a smartphone with their ECG sensor design. Furthermore, this wearable ECG sensor consisted of a completely-integrated Analogue Front-End, a Secure Digital card, a commercial Micro Control Unit along with the Bluetooth module.
Pandian and Srinivasa [24] designed the prototype for a wearable physiological monitoring system that was used to assess several physiological parameters like Heart Rate (HR), ECG, ElectroEncephaloGram (EEG) and the body temperature. They acquired the ECG and the EEG signals with the help of textile electrodes that were attached to the individual's clothes. Thereafter, these signals were processed for noise removal, all parameters were extracted and the researchers carried out a trend analysis. All physiological parameters were monitored with the ZigBee wireless communication system at a remote monitoring station.
In another study, Liu et al. [25] have presented a novel sensor design for monitoring the Ballistocardiography (BCG) signals. This design comprised of 2 differently sized piezoelectric film sensors that were fitted into the foot insole and the chair seat cushions, respectively, for acquiring the BCG signals during the standing and the sitting activities. They also discussed the design, engineering implementation of their signal processing circuit along with the data transmission system used in their study.
Fortino et al. [26] proposed BodyCloud, a SaaS approach, which was used by the community BSNs supporting the 77056 VOLUME 6, 2018 application. The BodyCloud system consisted of a multitier application-level architecture which integrated the cloud computing platform along with the BSN DataStream middleware. BodyCloud provided the programming abstraction helped in the development of the community BSN applications. In this paper, the researchers outlined their proposed approach and presented a case study that demonstrated a realtime monitoring and analysis of the cardiac data for different test individuals.
Park et al. [27] proposed a new approach for solving the problems related to the Human-Activity Recognition (HAR) and the Energy Expenditure (EE). Their technique involved the use of an ECG and an accelerometer. Firstly, they designed a database comprising of 6 different human activities (like standing, sitting, resting, walking, ascending and running) performed by 13 volunteers. Thereafter, they compared the HAR performance of the 3 models with the input data (consisting of 0, 100% and a few HRV parameters).
In another study, Mora et al. [28] described the distributed framework that was Internet-based and acted as a model for monitoring the human biomedical signals after the users performed some physically-exerting activities. This system was flexible during the computation of the health applications and used the resources from the devices that were present within the body area network around the individual. Furthermore, this framework could be used in other portable environments, particularly those which required concentrated data acquisition systems and better processing. Also, the real-time data that was acquired by such devices presented a social objective which could predict the occurrence of probable injuries and even sudden death of the user.
A. THE ECG
ECG measures the electrical activity of the human heart, which indirectly reflects the health of the circulatory system of the body. The ECG signals are a composite of the heart beats and are presented in the form of peaks and valleys. They are further arranged in 3 basic waves, i.e., P, QRS and T. The ECG signal indicating a single heartbeat has been described in Figure 1 [29] . P wave occurs due to atrium depolarisation and is the primary ECG component, while the QRS wave occurs due to ventricle depolarisation, and finally, the T wave occurs due to ventricle repolarisation. The 3 ECG waves are different in every individual with regards to their shape, amplitude and duration, however, they still have many similar general morphologies, which makes it easier to analyse the ECG signals using one algorithm [30] , [31] . Furthermore, the 3 wave components in the ECG signals are a multi-component complex that arises due to special cellular and electrical activities [32] . Thus, the special heart cells which carry out specific cardiac activities (Sinus nodes, Atrial muscles, A-V nodes, Common bundles, Bundle branches, Purkinje fibres, and Ventricular muscles) give rise to the ECG signal. Any problem in one or many cardiac components disturbs the normal heart rhythm and affects the ECG signal. A different combination of the components helps in the collection of different cases that describe the various heart conditions, which are then classified into different categories. This complicates the diagnosis procedures [33] . Many heart and cardiovascular diseases are identified by analysing the ECG signal data for the signal components, like the RR interval is used for determining the HRV (Figure 2 ) [34] .
B. HRV ANALYSIS
Studies have used 2 types of HRV analysis techniques, i.e., the time-domain or frequency-domain. These techniques help in determining the heart rates at either a specific time point or during a particular time interval between the successive normal complexes. The continuous ECG record detects every QRS complex along with either the Normal-to-Normal (NN) intervals (i.e., intervals between the adjacent QRS complexes which arise due to a sinus node depolarisation) of an instantaneous heart rate. Also, the simple time-domain variables, which are estimated, include the average heart rate, average NN intervals, differences occurring between the shortest and the longest NN interval, differences between the day and night heart rates, etc. The original RR time interval series were used for calculating the HRV parameters, like the average HR (mean heart rate, bpm), SDNN (Standard Deviation of the NN intervals, ms), and the RMSSD (square root of the average value of the sum of squares of the difference between the adjacent NN intervals, ms) [35] . Thereafter, the researchers resampled at the frequency of 4 Hz, using a piecewise cubic Hermite interpolation, and estimated the HRV frequency parameters. The irregular, time-sampled signals were presented as the even sample time series before the spectrum estimation for preventing the generation of additional harmonic constituents in this spectrum [36] . Though the resampling frequency rule for the RR intervals is not properly defined, many of the HRV-related studies [37] , [38] . The researchers selected the resampling rate, based on the Nyquist criterion; and hence, a frequency of 4 Hz was acceptable when the RR interval was below 120 bpm (or 2 Hz) [39] .
The Power Spectral Density (PSD) is used for obtaining the basic information regarding the manner in which the power was distributed as a function of frequency. The true PSD value can only be calculated using proper mathematical algorithms, irrespective of the method used [37] . The PSD results obtained using the fast Fourier transform were classified into Very Low Frequency (VLF) band (0.003 -0.04 Hz), Low Frequency (LF) band (0.04 -0.15 Hz), and High Frequency (HF) band (0.15 -0.4 Hz), based on their frequency ranges. In this study, the researchers considered the LF and HF for detection. They normalised the sum of every component and presented it as the norm LF and norm HF, while the ratio of the normalised components was described as LF/HF [40] . This LF/HF ratio is a common index that reflects the vagal balance, which indicates the sympathetic nerve activity [41] .
III. MATERIALS AND METHODS
In this study, the researchers developed a remote and automated diagnostic system for monitoring the patient's heart condition.
This helped in preventing the potential heart diseases and provided therapy to the patients, who were recovering from their illnesses. The researchers configured a wearable ECG device for extracting vital HRV data that reflects the patient's condition and helps in the early detection of probable abnormalities like hypertension, hypotension, arrhythmia and ischemia. Figure 3 presents the system architecture, comprising of a wearable ECG device, ECG system nodes, a main processing server, data files and a web Graphical User Interface (GUI) server.
A. ECG MONITORING DEVICE
The wearable ECG device, used here, was developed and described in an earlier report [42] . This ECG device is wearable, lightweight, and simple, as it only consists of a single switch for initiating the detection process. This device uses the Bluetooth Low Energy (BLE) for transmitting the ECG data, and this helps the device to operate for long time durations without any charging or battery replacement. Though this device helps in capturing the ECG signals for 7 leads, the researchers have only used a single lead here (Lead II). This Lead II is sufficient for computing all the necessary HRV data, which forms the basis of the analysis process.
B. ECG MONITORING DEVICE
The ECG system node comprises of 3 separate components, i.e., pre-processing, QRS detection, and data transmission. The acquired raw ECG data is initially pre-processed using a high pass filter at the cut-off frequency value of 0.5 Hz frequency for eliminating the baseline shift which occurs in the ECG signal due to normal human activities like breathing [1] . Thereafter, the Pan-Tompkins QRS detection algorithm was used. This was supplemented with the other extracted parameters (like the R wave amplitude, Q, R and T-wave peak location, and the RR interval) for obtaining a reliable and robust QRS detection and classification [2] . During the data transmission stage, the RR intervals were organised and sent to the data files that were managed in the cloud environment. Furthermore, all the data for the RR intervals was also included in the user files, which were formatted in the flexible XML format and could be easily accessed and used.
C. ECG ANALYSIS
As stated earlier, the heart monitoring process, used here, is based on the HRV analysis and is described in Figure 4 .
The scheme comprises of the time and frequency domain analysis and this combination improves the general system accuracy. In the analysis process, the researchers compared the HRV parameter values of the patients with those of the normal individuals for isolating the abnormal cases. The normal HRV parameter values have been described in Table 1 , which were determined during the normal activities [35] , [45] - [47] .
The HRV parameter values were determined after analysing the fluctuations during the RR intervals and the value of the RR intervals, which originated in the sinoatrial node. The researchers observed that the RR interval sequences (acquired from the ambulatory ECG data) consisted of the abnormal RR intervals. However, the addition of the RR interval abnormalities in the HRV analysis could substantially affect the time-domain, and particularly the frequency-domain HRV analysis. Hence, the researchers had to carry out an additional pre-processing of the acquired RR interval sequences prior to the HRV analysis [48] . Here, the researchers edited the sections involving the abnormal heartbeats using the mean power of the selected band, wherein every abnormal RR interval was replaced by the interpolated RR interval. The frequency calculation technique improved the overall analytical process. Based on the recommendations provided by earlier studies for short-term ECG data, the researchers investigated many HRV parameters in the time-domain (i.e., SDNN, SDNN Index, RR counts, RMSSD) and frequency-domain (LF, HF, LF/HF) [35] .
Furthermore, for removing the low-frequency baseline shift in the NN interval sequences, the researchers applied the linear de-trending of every NN interval sequence before calculating the HRV parameters. They used the Burg method for determining the frequency-domain HRV parameters, since it helps in the precise estimation of the spectrum and assists in an easier estimation of the frequency power components, compared to the non-parametric techniques that were Fourier transform-based [49] . After estimating the ECG and the HRV VOLUME 6, 2018 parameters for the ECG segments, the researchers analysed these parameters statistically.
During the software tool development, they were able to calculate the mean, median, standard deviation, percentile, range, and the number and percentage of the normal/ abnormal heartbeats. Here, the researchers used the combination of the time and frequency domain analysis. They stated that this combined analysis improved the results and eliminated the probable errors that could occur during the overall analysis.
D. TRANSMISSION RATE REQUIRMENTS
The wearable ECG device has been designed to operate at the rate of 133 samples per second for every lead, and only transmits the RR sequence counts, which consumed a lesser data bandwidth for data transmission. The maximal human heart rate is 200 beats/min and was estimated at a maximal human workload [50] . At this rate, ≈0.2 KB of data was transmitted every second, and this includes the transmission of other associated data packages like the sample separators and packet headers. Even without the usage of the compression techniques, this transmission rate was seen to be within the general internet bandwidth limitation for a home or commercial internet service provider (including the coverage of expected configurations at the patient or doctor's end).
E. HOMOMORPHIC ENCRYPTION (HE)
The traditional cryptography technique has the main disadvantage where it prevents the data analysis in a cloud environment (unless the decryption key(s) have been submitted to the cloud provider). Hence, even the simple arithmetic operations do not yield the most accurate results when used for data, which is encrypted using a general algorithm like Advanced Encryption Standard (AES) [51] . This drawback is overcome by the application of the Homomorphic Encryption (HE) process. The HE process is a very innovative method which allows the analysis of the encrypted data, and yields encrypted and accurate results [52] . With the help of this technique, the server analyses the data and provides accurate results to the doctor, without retaining the knowledge of the data or the results. The doctor can view the result only if he provides an accurate decryption key.
However, this ability comes at a price. Very few mathematical operations can be performed on the HE-encrypted data and their calculations could be time or memory-consuming. In this study, the researchers have proposed a novel system which analyses the ECG data, aggregates the data on the PC, uploads it to the cloud service provider (like the Amazon Web Services), analyses the data in the cloud environment (and forwards the results to the concerned doctor), and also provides a protection along the complete route with the help of the HE technique. Thereafter, the cardiologist requests to observe the patient's HRV result for a certain interval and the results are extracted from the cloud server, decrypted and displayed. Finally, the cardiologist reviews the results, diagnoses the patient and decides on the treatment strategy.
IV. RESULTS AND DISCUSSION
Here, the researchers have proposed a remote health monitoring system based on the analysis of the HRV parameters.
Thereafter, they validated their system using 2 different databases. The first database included the St.-Petersburg's Institute of Cardiological Technics database, derived from the MIT Physionet database.
The Cardiological Technics database comprises of 75 annotated entries which were extracted from the 32 Holter records, belonging to the cardiac and cardiovascular patients [53] . Besides, the MIT-BIH normal sinus rhythm is also used to provide the normal cases which contains 18 normal records. The second data source is the collected data from 30 healthy individual volunteers (aged 17 to 61 years). In Figure 5 , the researchers have described the cloud-based GUI for their system.
Once the data is uploaded by the individual, the cardiologist views and analyses the results and thereafter decides if the data is fit to be viewed by the patient or not. Furthermore, the cardiologist also manages the results so that they are visible to the patient since he/she controls the HE decryption process. Figures 6, 7 , and 8 describe the HRV results for the proposed process. As stated in Section 3.3, this proposed system is based on the time and the frequency domain HRV features. Figures 6(a) The researchers acquired their data after considering the activities (sitting, sleeping, and other normal activities) that were being carried out by the patients during the data collection process. The system was validated after comparing the acquired results with the normal ranges of the various HRV parameters, shown in Table 1 . The results showed that the proposed system for monitoring the heart rates was very effective and reliable, where it could differentiate between the normal and abnormal cases. This system is very helpful as it provides indications to the users about their heart condition, and thereafter they can take a fast action to prevent further complications.
The Cardiological Technics database comprises of 75 annotated entries which were extracted from the 32 Holter records, belonging to the cardiac and cardiovascular patients [53] . On the other hand, the second database, i.e., the MIT-BIH normal sinus rhythm database comprised of data collected from 30 healthy and normal volunteers (aged between 17 and 61 years). In Figure 5 , the researchers have described the cloud-based GUI for their system.
Once the data is uploaded by the individual, the cardiologist views and analyses the results and thereafter decides if the data is fit to be viewed by the patient or not. Furthermore, the cardiologist also manages the results so that they are visible to the patient since he/she controls the HE decryption process. Figures 6, 7 , and 8 describe the HRV results for the proposed process. As stated in Section 3.3, this proposed The researchers acquired their data after considering the activities (sitting, sleeping, and other normal activities) that were being carried out by the patients during the data collection process. The system was validated after comparing the acquired results with the normal ranges of the various HRV parameters, shown in Table 1 . The results showed that the proposed system for monitoring the heart rates was very effective and reliable, where it could differentiate between the normal and abnormal cases. This system is very helpful as it provides indications to the users about their heart condition, and thereafter they can take a fast action to prevent further complications. The obtained accuracy, sensitivity and specificity for HRV analysis were 99.02%, 98.78% and 99.17% respectively. From these results, we expect that the proposed system has the ability to provide a stable and reliable daily monitoring activities.
Use of the HE technique improves the system robustness and makes it applicable in different situations that require secure web-based applications. Furthermore, the cloud-based environment and web GUI makes the system available to different devices like tablets, mobile phones, laptops etc. This property facilitates the use of a monitoring system, makes it available for various applications, and does not restrict it to any particular user. This decreases the expenses that would otherwise be borne by the patient.
V. CONCLUSIONS
In the past few decades, there has been an increase in the rate of heart diseases, which is very concerning. The high cost of detection and diagnosis along with a lack of facilities are some of the primary reasons why the people tend to neglect their heart condition. This situation is particularly bad for people living in remote regions that lack medical facilities. A delay in the diagnosis and treatment could lead to death, and hence, a timely diagnosis of the heart conditions is very important. Advancements in the wireless communication systems and the wearable sensor technologies have led to the development of real-time healthcare monitoring systems.
In this study, the researchers have developed a novel health monitoring system, based on cloud services, for analysing the HRV data. They developed the web applications that extracted the data from the wearable sensors attached to the user. Along with the medical data, these apps also collected some personal information like gender, age, address, and their location on the web interface. Thereafter, they designed a system using the threshold values, which alerts the doctor after detecting the heart abnormalities like hypertension, arrhythmia, ischemia etc. For assessing the application of this system, the researchers compared the acquired data with the MIT Physionet (normal sinus and St.-Petersburg) and another database comprising of data collected from 30 volunteers. After data analysis, the system was seen to be reliable and acceptable. Furthermore, the researchers used the HE technique for data encryption to test the remote monitoring security. This novel technique improved the system security and made it immune and robust against the hacking threats. Based on the results, it was seen that this system was effective, reliable and adaptable and could be used for extracting vital cardiac abnormalities from multiple patients, at the same time. It is notable that the demand for IoT health sensors is increased in a wide range for different users which is a serious challenge. The future work is to use a Fog computing architecture that can manage the huge IoT sensors connections and provide a bigger end-user proximity and bigger geographical distribution as well. He has experience in computer systems, mainly in the research fields of applied computing, intelligent systems, visualization, and interaction, with specific interest in pattern recognition, artificial intelligence, image processing and analysis, and automation with respect to biological signal/image processing, image segmentation, biomedical circuits, and human/brain-machine interaction, including augmented and virtual reality simulation modeling for animals and humans. In addition, he has research at the microstructural characterization field through the combination of non-destructive techniques with signal/image processing and analysis and pattern recognition. He is currently an Assistant VI Professor of the Graduate Program in Applied Informatics, and a Coordinator of the Laboratory of Bioinformatics, University of Fortaleza. He is also the Leader of computational methods with the Bioinformatics Research Group. He has authored or co-authored over 160 papers in refereed international journals, conferences, four book chapters, and four patents. He has been a lead guest editor of several high-reputed journals and a TPC member of many international conferences. He is an Editorial Board Member of the IEEE ACCESS, Computational Intelligence and Neuroscience, the Journal of Nanomedicine and Nanotechnology Research, and the Journal of Mechatronics Engineering.
